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Windows 10 Work Around
for LIW Portal Login

B Prerequisites:
— ActivClient 7.x
— Mozilla Firefox

B The user must contact their local System Administrator and request
Installation of the above if their machine does not have these
prerequisites
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Configuring ActivClient
CAC Support Iin Firefox

® Firefox does not support CAC use by default
® To enable CAC support, navigate to about:preferences#advanced
B Select the Certificates tab then select the Security Devices button
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Configuring ActivClient
CAC Support Iin Firefox

B |f ActivClient appears under Security Modules and Devices, then
Firefox is already configured for CAC use (skip to page 8)

B Select the Load button

Device Manager @
Security Modules and Devices Details Value LogIn
|aNSS Internal PKCS #11 Module | Meodule M55 Internal PKCS #1...
Log Out
Generic Crypto Services Path null
Software Security Device Change Password
aBuiltin Roots Module Load

Builtin Object Token

Unload

Enable FIPS
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Configuring ActivClient
CAC Support Iin Firefox

® Enter ActivClient for the Module Name
® Then select Browse...

(@ Load PKCS#11 Device =] @ s

Enter the information for the module you want to add.

Module Mame:  ActivClient ﬁ ;
Module filename:

[ QK ]| Cancel |
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Configuring ActivClient
CAC Support Iin Firefox

B For 32bit Firefox, navigate to
C:\Program Files (x86)\Actividentity\ActivClient\

B Select acpkcs211.dll then select the Open button

@ Choose a PKCS#11 device to load (23]
F () |1 » Computer » OS(C) » Program Files (&) » Actividentity » ActivClient » « [ 42 |[ Search ActivCliznt o
Organize MNew folder = O '@'

Y Favorites * Name Date modified Type
Bl Desktop . Resources 11/9/2015 1:40 PM File folde
&4 Downloads %] acacia.dll 6/9/201510:17 AM  Applicatic
=] Recent Places %] acbsi2l.dll 6/9/201510:17 AM  Applicatic
%] accrypto.dll 6/9/201510:17 AM  Applicatic
4 Libraries £ %] accsp.dil 6/9/201510:17 AM  Applicatic
3 Documents || accspusig 6/9/2015 6:20 PM SIG File
J‘- Music %] aclibeay.dll 6/9/201510:17 AM  Applicatic . . Ty
[ Pictures @] aclog.dll 6/3/20095:37 PM  Applicatic e
B videos (%) acomxdll 6/9/201510:17 AM  Applicatic
s %] acpivapi.dll 4 6/9/201510:17 AM  Applicatic
/M Computer (%) acpkes211.dll 6/9/201510:17 AM  Applicatic
& 05 (C) (%] aijnipiv.dil 6/9/201510:17 AM  Applicatic
%) INIBSI21.dII 6,/9/201510:17 AM Applicatic
- 4 I b
File name: acpkes211.dll = |AllFiles ("7
Open cel




UNCLASSIFIED FOUO

Configuring ActivClient
CAC Support Iin Firefox

B Select the OK button
® ActivClient will appear under Security Modules and Devices
B Select the OK button

Device Manager @
Security Modules and Devices Details Value LogIn
aM55 Internal PKCS #11 Module
Log Out
Generic Crypto Services
Software Security Devi Change Password
@ Load PKCS#11 Device o] = = oftware security Device

aBuiltin Roots Module Load
Enter the informatien for the module you want to add. —

Builtin Object Token _
Module Name:  ActivClient aActivClient
Module filename:  C:\Program Files (x88] Activldentity ActivClient 0 Enable FIPS

a
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Configuring ActivClient
CAC Support Iin Firefox

® Firefox is now configured to use ActivClient for CAC use
®  You can verify this by logging into AKO, https://login.us.army.mil/

File Edit View History Bookmarks Tools Help

= [ E]E=]
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/," T Army Knowledge Online x ",\ +
€ ) (0 @ | hitps//login.us.army.mil/suite/login/fec/akologin fec7TYPE= 33554433 &REALMOID=06-84 f9b84-1402-1006-8b6f-832f13160000 & GL < Q, Search 4+ # =
|| Bookmarks
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*| AKOME s R s |

CACIPIV Login a CACIPIV
Sign in usT our CAC/PIV

Insert your CACIPIV into the card reader, then Sign in.
1 -0

n

Having trouble accessing AKO?

New to AKO? Sign up

Create Account with CAC
A U.S. Army paratrooper drags his parachute toward a target during Leapfest 2016
in West Kingston, R.|, Aug. 4, 2016. Leapfest is an International parachute training

event and competition hosted by the 56th Troop Command, Rhode Island Army
National Guard to promote high level technical training and esprit de corps within the
International Airborne community. U.S. Army photo by Sgt. Brady Pritchett
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Disabling TLS 1.2 in Firefox

B As of version 43, Firefox supports TLS 1.0, 1.1, and 1.2 by default

® |n order to login to the LIW Portal using Firefox on Windows 10, TLS
1.2 support must be disabled

® This is a temporary work around and is not intended to be a

permanent settings change. Defaults can be restored by selecting
Reset instead of Modify in the following steps
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Disabling TLS 1.2 in Firefox

B To disable support for TLS 1.2, navigate to about:config and select
the button labelled I'll be careful, | promise!

File Edit View History Bookmarks Tools Help EI@

./- -\.
| about:config * '+
y Y

(- Firefox | abouticonfig (& Q, Search ‘ ﬁ =
|| Bookmarks

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing.

v'| Show this warning next time

T'll be careful, I promise! §
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Disabling TLS 1.2 in Firefox

B Search for security.tls.version.max
B Right-click on security.tls.version.max and select Modify
®  Change the value to 2 and select OK

File Edit View History Bookmarks Tools Help
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|| Bookmarks
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Disabling TLS 1.2 in Firefox

\-\'V/’

B Please close and reopen Firefox to apply the new settings
® Firefox is now configured touse TLS 1.0 and 1.1

® The user should now be able to log into the LIW Portal,
https://liw.logsa.army.mil/

File Edit View History Bookmarks Tools Help E@

\ LOGSA Login and Authenticati... \"-, +

€ | O @ | https:/foampro.logsa.army.mil/ oamcustomlogin/faces/indexxhtmi?bmctx= F9E369AB1 BDC30440 DDCFL1 EBSC147D1 &context Type= external8challenge_url= %2Foamar c Search @ 3 & =

Bookmarks

: @Logistics Information Warehouse - Portal@

I 0 E sn Authorized Service Interruption - 20 DEC 2016

DISA has scheduled an  Authorized Service
Interruption 20 Dec 2016 from 1800 until 0200
CST. Because of the Authorized Service

LOgiI"I with CAC Interruptions, LIW will be inaccessible to our users
and business trading partners during these times.

Users are advised not to schedule or conduct

i mission critical actives during the service

(1) New User? Click on New User Registration to get started.

mn

m

interruptions.

o Awaiting Approval? Click on Registration Status to see the status of your New User Registration. If you have any issues or questions, please
contact the LOGSA Service Desk:

19 .
Click here to add LIW to vour favorites
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Windows 10 Work Around
for LIW Portal Login

B Please note that not all applications in the LIW Portal are fully
compatible with Firefox. If issues are encountered, please contact
the LOGSA Service Desk for assistance. When reporting issues, the
user should state that they are using the Firefox work around on

Windows 10

LOGSA Service Desk

usarmy.redstone.logsa.mbx.service-desk@mail.mil
Toll Free: 1-866-211-3367 | Commercial: 256-955-7716
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